NHOOPMAINIMOHHASA TAMATKA JUIA OBYYAIOINUXCA J1JIS PASMEIIEHUA
HA OPUINAJIBHBIX THTEPHET-PECYPCAX

C xabIM rOI0M MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, @ HIKOJbHUKH OJITHU U3 CaMbIX
aKTHUBHBIX MoJb30BaTesel Pynera. Mexy Tem, IOMUMO OIPOMHOIO KOJIMY€ECTBA
BO3MOKHOCTEH, MHTEPHET HECET U MPpo0JieMbl. JTa MaMsTKa JOJDKHA IOMOUYb Tebe 6e30nacHo
HaXOJUTHCS B CETH.
KommneroTepHsie BUpPYyCBI
KomnbroTepHsblil BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrpamMM, OTIIMYUTENIBH OM
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K pa3MHOKEHUIO. B fononHenue k atomy,
BUPYCBHI MOT'YT MTOBPEAMUTD MIIH TIOJHOCTBIO YHUUYTOXKUTH BCE (Paliiibl M JaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOro Oblia 3aIyIieHa 3apaXeHHas Iporpamma,
a TaK)Ke IOBPEIUTH I JIaXKe YHUUTOKUTH OINEPALMOHHYIO CUCTEMY CO BCceMH (haiiiiamMu B
1e710M. B GonbIIMHCTBE cilydaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 UHTEPHET.
MeTozs! 3a1UThl OT BPEIOHOCHBIX IIPOrpaMM:

1. Hcmnonb3yii coBpeMeHHbIE ONepalliOHHbIE CHCTEMbI, UMEIOIINE CEPhe3HbI YPOBEHb
3aIUTHI OT BPEAOHOCHBIX IIPOrpaMM;

2. TlocrosiHHO ycTaHaBIMBal naTyu (UQPOBHIE 3aMJIATKH, KOTOPbIE AaBTOMAaTHYECKU
YCTaHaBJIMBAIOTCS C LIEBIO 10PaOOTKU MPOrpaMMbl) U Apyrue OOHOBIIEHUs CBOEH
oTepanoHHON cucTeMbl. CKaunBail X TOJBKO ¢ OPHUITMATBLHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOT'0 OOHOBIICHHU S, BKIIFOYH €T0;

3. Pabortaif Ha cBOeM KOMITBIOTEPE MMOJ TIPaBaMH MOJIb30BATEINs, @ HE AIMUHUCTpATOpa. ITO
HE MO3BOJIUT OOJILIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM
MIEPCOHAIEHOM KOMITBIOTEPE;

4. Hcnonb3yii aHTUBUPYCHBIE TPOrPAMMHBIE MTPOYKThI U3BECTHBIX TPOU3BOJUTEINEH, C
aBTOMAaTU4YECKUM OOHOBIICHHEM 0a3;

5. OrpaHuub GU3HNUECKUI JOCTYI K KOMIIBIOTEPY JUJISl IOCTOPOHHUX JIHII,

6. Mcmone3yil BHENIHHE HOCUTENH WH(popMaIy, Takue Kak (iemka, TucK uiu (aiin u3
UHTEpPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He orkpbiBail KOMIIbIOTEpHBIE (DaliiIbl, IOJYyYEHHBIE U3 HEHAAEKHBIX HICTOYHHUKOB. Jlaxe
Te (aityibl, KOTOpPBIE MPUCIIAT TBOM 3HAKOMBIN. Jlydllle yTOUHHU Y HEro, OTHPaBJIsLI JIU OH
TeOe uX.

Cemu WI-FI

Wi-Fi - 510 He BuI mepenayy JaHHBIX, HE TEXHOJIOTHUS, @ BCEro ML OpeHy, Mapka. Eme B 1991
roJly HUJIepJIaHacKas KoMIaHus 3aperucrpuposana opern "WECA", yTo o603Havano
cimoBocoueranue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "OecrpoBoaHAsS TOYHOCTD .
Jlo Hamero BpeMeHH JolilIa Apyras ab0peBuarypa, Koropas SBJISETCS TaKOH K€ TEXHOJIOTHEH .
Ot1o0 abOpesuarypa "Wi-Fi". Takoe Ha3BaHMEe OBLIO TAHO C HAMEKOM Ha CTaHAApT BHICIICH
3BykoBoil TexHuku Hi-Fi, uTo B mepeBojie o3HavaeT "BbICOKasi TOYHOCTD .
Ja, 6ecrimaTHBIN HHTEPHET-OCTYI B Kade, OTEISX U a3poropTax sIBJISETCS] OTIAMYHON
BO3MOKHOCTBIO BBIX0JIa B MHTepHET. Ho MHOTHE SKCIepThl CUUTAIOT, UTO 00mIeaocTynHbie Wi-
Fi cetu He sBnst0TCS O€30MaCHBIMH.
CoBeTbl 10 6€30MaCHOCTH PabOTHI B O0IIEAOCTYHBIX ceTsax Wi-fi:

1. He nepenasaii cBo0 MMUHYI0 HHPOpManuio yepe3 oomenocrynasie Wi-Fi ceru. Paboras

B HHUX, XKCJIATCIIbHO HC BBOAUTH IMAPOJIK JOCTYIIA, JIOTUHBI U KAKHUC-TO HOMEPA,



2. Hcnonp3yit u 0OHOBIISII aHTUBUPYCHBIE TPOTpaMMBI B OpaHaMayep. TeM caMbIM ThI
o0e3omnacuiib ceds OT 3aKauKH BUPyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkiroun ¢pyskuuro "O6muii goctyn k ¢aitiaam u
npuntepam". JlanHas QyHKIMS 3aKpbITa IO YMOJTYAHUIO, OTHAKO HEKOTOPbIE
MI0JIb30BaTEN AKTUBUPYIOT €€ JJis y100CTBa NCIOIb30BaHus B paboTe uin yueoe;

4. He ucnons3yit myommuneiid WI-FI ans nepenaun MMYHBIX TaHHBIX, HAITPUMED JJIs
BBIXOJ]a B COLIUAJIbHBIE CETHU UJIM B DJIEKTPOHHYIO I1OYTY;

5. Hcnonb3yii Tonbko 3ammienHoe coeauHenune uepes HTTPS, a ue HTTP, T1.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B mobuisHOM Tenedone otkmoun Gynkuuio "[lonkmouenne k Wi-Fi aBTomatiuecku".
He nonyckaii aBToMaTHY€CKOro MOAKIIOYEHHs! ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero
coryacus.

Coyuanvhvie cemu
CouunanbHble C€TH aKTUBHO BXOAAT B HAIIY )KW3Hb, MHOTHE JIIOJIU paOOTAIOT U )KUBYT TaM
IIOCTOsIHHO, a B Facebook y»ke 3apeructpupoBan MUIUIMAP/] YEIOBEK, UTO SBISIETCS OAHON
CeIbMOH BceX JKuTelel MiIaHeTbl. MHOrue noip30BaTeNd He HOHUMAOT, YTO HH(pOpMaIys,
pa3MelleHHas UMU B COLIMAIBHBIX CETSAX, MOXKET ObITh HaliZieHa M UCIOJIb30BaHa KEM YTOJIHO, B

TOM YHCJIE HE 003aTeNbHO ¢ OJaruMu HaMCpPCHUAMMU.
OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIHMAJIbHBIX CCTAX!

1. Orpanunyb CIKCOK Jipy3ei. Y TeOs B IPY3bsX HE JOJKHO OBITh CIIYYaiHBIX U
HE3HAKOMBIX IO,

2. 3ammmai CBOIO 4acTHYIO ku3Hb. He yka3wiBail maposu, TenedoHsbl, aapeca, 1aTy TBOETO
POXIEHUS U APYTYIO JIMYHYIO UH(OopMaIuio. 3II0YMBIIIIICHHUKA MOT'YT HCIIOJIh30BaTh
Jaxe HHPOPMAIIMIO O TOM, KaK Thl 1 TBOU POJUTENH TUIAHUPYETE MPOBECTU KAHUKYJIHI,

3. 3ammimai CBOIO permyTaIuio - IePKH €€ B UUCTOTE U 3aJ]aBail cede BOMPOC: XOTeN OBl ThI,
YTOOBI IPyTHe MOJIb30BATENN BHJICIH, UTO ThI 3arpykaeiib? [Togymaii, mpexiae ueM 4To-
TO ONMyOJIMKOBATh, HAMKCATH U 3aTPY3UTh;,

4. Ecau TbI TOBOPHIIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOIb3YH CBOE PeaslbHOE UM U
JIPYTYIO JINYHYIO UH(OpMAIIUU: UMSI, MECTO KUTEIIbCTBA, MECTO Y4eObl U MPOUEE;

5. U3sberaii pazmeuenus gpororpaduii B IHTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110
KOTOPON MOKHO OIIPEEIUTh TBOE MECTOMOJIOKEHUE;

6. Ilpu perucrpanuu B CONUATBHON CETH HEOOXOANMO UCIIOIB30BATh CIIOKHBIE TTAPOJIH,
cocrosmme u3 OykB U HU(p U ¢ KOTMIECTBOM 3HAKOB HE MEHEeE §;

7. Jlns couualbHOW CETH, MOYTHI H APYTHX CATOB HEOOXOJMMO UCIOJIb30BATh Pa3HbIe
naposu. Torna ecnu Teds B3710MaIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4aT AOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

DJIEKTPOHHBIE ICHBI' U

DNEeKTPOHHBIE JICHBI'H - 3TO OUEHb yIOOHBII CIOCO0 TIaTeX e, OMHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJIYYHTh ITH JEHBTH.

DNEKTPOHHBIC JIEHBI'M MOSBUIMCH COBCEM HEIaBHO U MMEHHO U3-3a STOTO BO MHOTHX
rocyJapcTBax /10 CUX MOp HE MPOIKCAaHO PO HUX B 3aKOHAX.

B Poccuu ke oHM QYHKITMOHUPYIOT U O HUX Y)K€ IMMPOMUCAHO B 3aKOHE, TJI€ X Pa3/Ie/IIOT Ha

HECKOJIBKO BUJOB - aHOHUMHBIC 1 HC aHOHHUMHBIC. PaBHI/IHa B TOM, YTO aHOHHUMHBIC - OTO T€C, B



KOTOPBIX pa3peliaeTcs IpoBOAUTD onepanuu 0e3 naeHTUPUKALNY 110J1b30BaTeNs, a B
HEaHOHUMHBIX HJIEHTU(UKALINS [T0JIb30BATENS SBJISIETCS 00513aTEIbHOM.

Takoke ciemyeT pa3nuyath JIEKTPOHHBIC (PMATHBIC ICHBIH (PAaBHBI TOCYJAPCTBEHHBIM BaJlOTaM)
U 3JIEKTPOHHBIE He(uaTHbIE JE€HBIU (HE PaBHBI TOCYIapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0e30macHOi paboTe ¢ 3JIEKTPOHHBIMH JIEHbIAMHU:

1. TlpuBspku Kk cueTy MOOMIBHBIN TeneoH. DTO caMblil y100HBIH U OBICTpPBIN criocob
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsi3aHHBIN TeaeOoH TOMOXKET, eCiu 3a0yAelh CBOH
IIJIATEKHBIN AapOJIb UM 3alIeIIb Ha CAUT ¢ HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonb3yit ogHopaszoBbie napoinu. [Tocne nepexona Ha yCUIICHHYIO aBTOPU3ALUIO TeOe
y’Ke He OyJleT yrpoXkaTh ONacHOCTb Kpa)ky WM NepexBaTa IIaTeKHOro Iapods;

3. Bribepu cnoxublii naposns. [Ipectynankam Oyner He IPOCTO yragaTh CIOKHBIA Tapoib.
Hanexxnblie naposu - 3To napoju, KOTOpble COAEpKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B
ce0s CTpOYHbIE U MPOIUCHBIE OYKBBI, HU(PBI 1 HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK
noyapa, GpyHTa, BOCKIMIIATEIbHBIH 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEpsEIb.

Onexmponnas nouma
DneKTpoHHAas oYTa - 3TO TEXHOJIOTUs U IPEIOCTaBIIAEMbIE €10 YCIYTH O MEPECHUIKE U
MOJTYYEHHIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPBIE pacCIPEaeIAIOTCs B KOMIIBIOTEPHOI CETH.
OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BBHITJSIIUT CIESAYIOIIMM 00pa3oM:
UMs_TI0Jb30BaTeN A (@HUMS_JoMeHa. Takke KpoMe repeiayy MpocToro TeKCTa, UMeeTcst
BO3MOKHOCTD IepesiaBaTh (haitibl.
OcHOBHBIE COBETHI 110 0€30MaCHOI PadoTe C AMEKTPOHHOU MTOYTOM:

1. Hano BeIOpaTh npaBUiIbHBIN MOYTOBBIN cepBUC. B HHTepHETE €cTh OrpOMHBII BBIOOD
OecCIIaTHBIX TOYTOBBIX CEPBUCOB, OHAKO JyYIlle JOBEPSATH TEM, KOI'0 3HACIIb U KTO
IIEPBBII B PEUTUHTE;

2. He ykaspiBaii B 1MuHOM nouTte tnuHyto nHGopmarmio. Hanpumep, syurnie BeIOpaTh
"My3bIKaJbHbIH _(anat@" nmm "pok2013" BMecTo "remal3";

3. Hcnonp3yit IByXdTalmHy0 aBTOPU3AIUI0. DTO KOT'/1a TOMUMO Hapoiisl HY>)KHO BBOAUTH
KOJI, IpUChLIIaeMblii 1o SMS;

4. BpiOepu crnoxHBbIH napob. 1 KaXka0ro HOYTOBOIrO AIIUKA JOKEH OBITh CBOM
HaJIeKHBIN, YCTOWYHUBBIN K B3JIOMY 1apoJib;

5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOW JIMUHBIM BOIIPOC, UCTIOIB3YH ATY
BO3MO>XHOCTb;

6. Hcnoabp3yi HECKOJBKO MOYTOBBIX SIIIIMKOB. [I€pBBIiA 17151 YaCTHOW MEPEITUCKH C
aJpecaTaMu, KOTOPbIM Thl IOBEpsiEllb. DTO 3JEKTPOHHBIN aJlpec HE HAJI0 UCIOJIb30BaTh
IpU perucTpanuu Ha Gpopymax u caiiTax;

7. He oTkpbIiBail Qailsibl ¥ Apyrue BIOKEHUS B MUCbMaX, 1a)K€ €CJIM OHU MPUILIN OT TBOUX
napy3sei. Jlydiie yTouHu y HUX, OTHPABIISUIH JIM OHU Te0e ITH (aibl;

8. Tlocne okoHuaHUs paOOTHI HA TOYTOBOM CEPBHCE MePe/l 3aKPhITHEM BKJIAIKU C caliToOM
He 3a0y/1b HaKaTh Ha "BeiiiT".

KubepOymumHT nitm BUPTyalibHOE U3/€BATEIHCTBO
KuGepOyuHr - npecnenoBaHue cOOOIIEHUSMHU, COAEPKAIIUMU OCKOPOJICHHUSI, arPEeCcCHIo,
3alyTMBaHME; XyJIUTaHCTBO; COLIMAJIBHOE OOMKOTHPOBAHUE € IIOMOIIBIO Pa3INYHbIX HHTEPHET -

CEPBHCOB.



OcHOBHBIE COBETHI 110 00pbOE ¢ KUOEepOyIIMHIOM:

1.

He 6pocaiics B 60ii. JIydmuii cnoco0: mocoBeTOBaThCS Kak ceOst BECTH M, €CJIM HET TOTO,
K KOMY MO>KHO 00paTUThCS, TO BHayaje yCIIOKOUThCs. Eciy Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO ellle Ooble pa30iOKelb KOH(IIUKT;
VYnpasnsii cBoell kubeppenyTanuei;
AHOHMMHOCTb B ceTd MHUMasl. CyIIeCTBYIOT CIOCOOBI BBISICHUTD, KTO CTOHT 3a
AHOHHUMHBIM aKKayHTOM;
He cTouT Bectu xynuranckuii o0pa3 BUpTyabHOH ku3HH. IHTEepHET (DuKCcHUpyeT Bce
TBOM JICHCTBUS U COXpaHIeT UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyJHUTENIBHO;
Cobmoail cBO0 BUPTYalbHYIO YECTh CMOJIONY;
Wrnopupyii enuHUYHbIN Heratus. OJHOpa30Bble OCKOPOUTENBHBIE COOOIIEH U JTy4IlIe
urHopuposatb. OOBIYHO arpeccusi NpeKkpallaeTcs Ha HauaabHON CTaluu;
ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSAMH, B COLIMATIBHBIX
CeTAX €CTh BO3MOXKHOCTb OJIOKMPOBKH OTIPABKU COOOIIEHUI! € OIpe/IeIeHHBIX aJPECcoB;
Ecnu TeI cBUzeTenb kubepOyMHra. TBou 1elCTBUS: BBICTYIUTh IIPOTHUB
IIpecaenoBaTels, I0Ka3aTh EMY, UTO €r0 JeiCTBUS OLEHUBAIOTCS HETaTUBHO,
HOJJIePXKATh KEPTBY, KOTOPOH HY’KHA [1CUXOJIOTHYECKask TOMOIIlb, COOOLIUTh B3POCIBIM
0 (hakTe arpecCUBHOIO MOBEAECHUS B CETH.

MobunvHuiti meneghon

CoBpeMeHHble cMapT(HOHBI U MIJIAHILIETHI COJIEpXKaT B ceOe BIIOIHE B3POCIIbIN (YyHKLMOHA, U

Terepb OHA MOI'YT KOHKYpPUPOBATh CO CTAlMOHAPHBIMU KOMIIbIOTepaMu. OTHAKO, CPEACTB

3allUThI JJI HO)IO6HI>IX YCTPOﬁCTB IIOKa O4Y€Hb MaJio. TeCTI/IPOBaHI/Ie " IOUCK y;[3BHMOCT€I>i B

HUX IPOUCXOAUT HE TaK MHTCHCUBHO, KaK JIJId HK, TO K€ caMO€ KacaeTcs 1 MOOUIILHEIX

MIPHIIOKEHUI.

COBpeMeHHLIe MOOHUJILHBIE 6pay3epLI YiKC MMPAKTHUICCKU JOTHAJIN HACTOJbHBIC aHAJIOTH, OAHAKO

pacimpenre (pyHKIMOHaIA BI€YET 32 COOON OOMIBIIYIO CI0KHOCTh M MEHBIIYIO 3AIUIEHHOCTb.

I[anelco HC BCC MMPOU3BOJUTECIIN BBIITYCKAIOT O6HOBJICHI/I$I, 3aKPBIBAIOIINEC KPUTHICCKUC

YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI Il 0€30IaCHOCTH MOOMIIBHOTO Tene(oHa:

Huuero He sBisiercs no-Hacrosimemy 0ecraTHeiM. Byns ocTopokeH, Benb korja Tede

npeajiararoT OecrIaTHBINA KOHTCHT, B HEM MOI'YT OBITE CKPBITBI KAKHEC€-TO IIJIATHBIC YCIIYT'U;

JHymaii, npexxae ueM otrpaButh SMS, ¢oto unu Buaeo. Thl TOUHO 3HAEIIb, I/I€ OHU OYIyT B

KOHEYHOM HUTOre?

Heo0xoammo 00HOBIATH OMEPalMOHHYIO0 CUCTEMY TBOEro cMapTdoHa;

Hcnonw3yit aHTUBUPYCHBIE TPOTPaMMBI 1711 MOOUJIBHBIX TeJIE(OHOB;

He 3arpy»xaii npuiioeHust OT HEU3BECTHOIO UCTOYHHUKA, BEIb OHU MOT'YT COAEPKATh

BpE€OAOHOCHOC ITPOrpaMMHOC obecr CUCHUC,

[Tocne Toro Kak Thl BBIHEIIB C caifTa, rJ1e BBOAWJ JIUYHYIO HH(OPMALUIO, 3aliI1 B HACTPOHKHU

Opay3epa u ynanu cookies;

[lepnonnueckn npoBepsiil, KakKe IIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOf HOMep MOOMIIBHOTO Tene(OHa TOIBKO JIFOISIM, KOTOPBIX ThI 3HAECIIb U KOMY

JIOBEpSICIIIb;

Bluetooth momkeH ObITH BBIKIFOUEH, KOT/Ia THI UM HE MMOJb3yelnibes. He 3a0biBaii nHOT I

IIPOBEPSTH 3TO.



Online ueput

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOUHbIE, 3aXBATHIBAIOLIIE Pa3BJICUCHUS, 00 bEAUHSIONINE
COTHH THICSY YEJIOBEK 10 BCeMy MUPY. Irpoku HcciaenyroT JaHHbIM UM MUD, OOLIAIOTCS APYT €
JPyrOM, BBIIIOJIHAIOT 33JJaHUsl, CPAXKAIOTCSl C MOHCTPAaMU U MOJIYy4aloT OMBIT. 3a YA0BOJIbCTBHE
OHU IUIATAT: NOKYMAIOT JUCK, OIIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OILUU.
Bce aTu cpenctBa uayT Ha MoAep)KaHue U pa3BUTHE UTPHI, a TAK)KE HA caMy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCSI HOBBIE MAaTYH (IIU(POBBIE 3aIIaTKH
JUIsL IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 11o100HbBIX UTpax CTOMUT OmacaTbcs HE CTOIbKO CBOUX COMEPHUKOB, CKOJIBKO KPakM TBOETO
apoJist, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMU OOJIbIINHCTBA UTP.
OCHOBHBIE COBETHI 110 0€30IaCHOCTH TBOEr'0 UT'POBOI'0 aKKayHTa:

1. Ecuu apyroii urpok Benet ce0s MI0X0 WK co3AaeT Te0e HENPUITHOCTH, 3a0JI0KUPYH ero

B CIIMCKE UTPOKOB;

2. Tloxainyiica aAMUHUCTpPATOpaM UI'PbI Ha IJIOXO€ OBEJEHUE ATOT0 UI'POKa, KeIaTeIbHO
IIPUJIOKUTH KaKHUe-TO J0KA3aTENbCTBA B BUJE CKPUHOB;
He ykaspiBaii TnuHyr0 HHGOPMAIIUIO B Tpodaiiiae Urpsl;
VYBaxail Ipyrux y4aCTHUKOB I10 UIDE;
He ycranaBiuBaii HeopuIMaabHble TATYU U MOJIBI;
Hcnonb3yil CloKHBIE U Pa3HbIE IAPOJIH;

No oo k~ow

Jlaxe BO BpeMsl UTpbl HE CTOUT OTKJIFOYATh aHTUBUPYC. [1oka ThI urpaemis, TBOM
KOMITBIOTEP MOTYT 3aPa3HTh.
Quiune unu Kpaxjca IUYHbIX OAHHbIX
OOBIYHOM Kpakell ICHET U JJOKYMEHTOB CEroJlHs y)K€ HUKOTO HE yIUBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOT U 37I0yMBIIIICHHUKH ITEPEMECTHIIMCH B UHTEPHET, U MPOJ0JIKAIOT
3aHUMAThCS "OOMMBIM " 1€TI0M.
Tax mosiBusIach HOBast yrpo3a: HHTEPHET-MOLICHHUYECTBA UM (PUIIHMHT, TJIaBHAs II€Tb KOTOPOTO
COCTOHT B OJy4EHUH KOH(PUICHIMATBHBIX TaHHBIX MTOJIb30BaTeNeH - JIOTMHOB U mapoiei. Ha
aHraMicKoM si3bIKe phishing untaercs kak ¢ummHr (ot fishing - peidHast mosis, password -
11apoJib).
OcCHOBHBIE COBETHI 110 0OpbOE C PUILTMHTOM:
1. Cnenu 3a cBouM akkayHTOM. Eciii ThI mozio3peBaelllb, 4TO TBOSI aHKeTa Obljla B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak
MOHO CKOpEE;
2. Hcnonb3yit 0e3onacHble BeO-CallThl, B TOM YHCJIE, MHTEPHET-MAara3uHOB U MIOMCKOBBIX
CHCTEM;
3. Hcnoub3yii ClIO)KHBIC U pa3HbIe Maposn. Takum o0pa3oM, eciii TeOs1 B3JIOMAarOT, TO
3JI0YMBIIIJICHHUKHY TIOJTy4YaT JOCTYII TOJIBKO K OTHOMY TBOEMY ITPO(HIIIO B CETH, a HE KO
BCEM;
4. Ecnum Te0s B3110MaNH, TO HEOOXOAUMO MPEAYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOpbI€
n00aBIIeHBI Y T€OS B IPY3bsX, O TOM, UTO TeOsI B3JIOMaJIX U, BO3MOXKHO, OT TBOEI'0 HMEHHU
OyZeT pacchUIaThCS ClIaM U CCBUIKH Ha (DPMITMHTOBBIC CAalTHI;
5. VYcranoBu HagexHbI maposs (PIN) Ha MOOHUIIBHBIN TenedoH;
6. OTkIro4M coXpaHEHHE Mmapolisi B Opaysepe;



7. He orkpbiBail Qailyibl ¥ Apyrue BIOKEHUS B MU CbMaX, 1a)K€ €CJIM OHU NPUILIN OT TBOUX
npy3eid. Jlydme yTouH# y HUX, OTIPABIISUIIN JIM OHU TeOe ATH (halJIbl.
Hudposas pemyTtamus
[udposas penytanus - 3T0 HeEraTUBHAs WM O3UTUBHAS HH(OpMaLKs B ceTH 0 Tele.
Komnpomerupytomas nadopmaiius, pa3melieHHas B MHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHO xu3Hu. "LludpoBas penyrauus" - 3T0 TBOW UMUK, KOTOPBIN
dbopmupyercst u3 uHGOpPMAIIH O TeOe B HHTEPHETE.
TBoe MecTo )KUTEeNbCTBA, Y4eObl, TBOE (PHHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKTepa
paccka3bl 0 OJIM3KHUX - BCE 3TO HAKAIlJIMBAETCs B CETH.
MHoOrure moagpoCTKU JETKOMBICICHHO OTHOCSTCS K MyOJIMKAlMU TMYHONH MH(POPMAIIUH B
HNHTtepHeTe, He TOHMMAast BO3MOXKHBIX IOCIeACTBUM. ThI ga’ke HE CMOXKEIIb JOraJaThCs O TOM,
yT0 (poTorpacus, pazMellieHHas 5 JIeT Ha3al, craja MIPUUNHON 0TKa3a IPUHATH T€Os Ha paldoTy.
KomMeHnTapun, pasmenienue TBoux (Gotorpaduii u npyrue 1ecTBUsS MOI'yT HE HCUE3HYTh Jlaxe
II0CJIE TOT'0, KaK ThI UX YAaJMIIb. Thl HE 3Haellb, KTO COXPaHUII 3Ty UH(OPMAIIHIO, TIONaJIa JIU
OHa B ITIOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a [VIABHOE: YTO MOyMatoT O TeOe
OKpYXKaroIliue JI01, KOTOpble HalaAyT U yBUIAT 3T0. HaliTi nH(pOopMaI1io MHOTO JIET CITYCTS
CMOXKET JIF0OOH - KaK U3 JOOPBIX MOOYXKIAEHUH, TaK U ¢ HAMEPEHUEM NPUUYUHUTH Bped. ITO
MOXET OBITh KTO YT OHO.
OCHOBHBIE COBETHI 110 3alIUTe UPPOBOIl penyTanuu:
1. Tlomymaii, mpexze yeM u4To-To MyOIMKOBaTh U IepeaaBaTh y ceds B OJore uim B
COIIMAJIFHOH CeTH;
2. B nactpoiikax npo¢uisi yCTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOGUIIs U ero
COJIEP’KUMOT 0, CAeal ero ToapKo "1 apy3eit'”;
3. He pa3memnaii u He yka3biBail HHOOPMAITHIO, KOTOPAst MOXKET KOr0-JIM00 OCKOPOJIATh NI
00MKaTh.
Aemopckoe npaso
CoBpeMeHHbIE IIKOIBHUKY - aKTUBHBIE I10JIb30BaTENN LIM(POBOro npocrpaHcTBa. OqHaKo
JaNeKo He BCE 3HAIOT, YTO MOJIH30BAaHNE MHOTUMH BO3MOXKHOCTSIMHU IIU(POBOTro Mupa Tpedyer
COOJIIO/IEHNUS IIPAB HA UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTD.
TepmuH "nHTENIEKTyalbHas COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOIr0 yMa, HauMHas C HOBBIX M300peTEeHHH 1 3HaKOB, 0003HAYAIOLIUX COOCTBEHHOCTD
Ha MPOLYKTHI M YCIIYTH, U 3aKaHYMBasi KHUTaMH, poTorpadusiMu, KHHOGpUIbMaMH 1
MY3bIKaJIbHBIMU [TPOU3BEIECHUSMU.
ABTOpCKHE IIpaBa - 3TO IIPaBa Ha UHTEIUIEKTYalIbHYIO0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE FApaHTHH TOr' 0, 4YTO
MHTEJUICKTyaJIbHbIH/TBOPYECKUI TPy aBTOpa He Oy/eT HallpacHbIM, JaCT €My CIIpaBe/JIuBbIe
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaXx CBOEro Tpy/ia, HOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro Ge3 pa3peleHust aBTopa He MOKET BOCIPOU3BOAUTH €0 POU3BEIEHUE, PACIPOCTPAHSATD,
MyOJIMYHO IEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATh, MyCKaTh B MIPOKAT, MyOIMYHO
UCIOJHSATH, TOKA3bIBATh/UCIOJHATE B 3(Hpe WK pa3memiats B lHTepHeTe.
Hcnonp3oBanue "mupaTcKoro" mporpaMMHOro 00ecriedeHHsI MOYKET MPUBECTH K MHOTHM
pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM 710 OJIOKHPOBKHU TBOETO YCTPOWCTBA, I/ie
yCTaHOBJIEHA HeJeraiabHas nporpamMMa. He cTouT Takke 3a0bIBaTh, UTO CYLIECTBYIOT JIETAJIbHbIE

u OecIuIaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HAlTH B CETH.



O nopmazne
Cemesuuok.pgh - TBOI I1aBHBIN COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATH O 0€30MaCHOCTH B

CETH ITOHATHBIM U JTOCTYIIHBIM SI3bIKOM, @ TP BO3HUKHOBEHUH KPUTHYECKOM CUTyaluu
00paTUTHCS 32 COBETOM. A TaK)K€ MPUHATH y4acTHE B KOHKYpPCaX U CTaTh CaMbIM LU(POBBIM

rpakJaHuHOM!
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